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Application Note:
Upgrading Interceptor software with FTP server on local PC

The Interceptor has the capability to accept software upgrades, which are available from NIS Tech
Support (support@networkintegritysystems.com) . These upgrades can be downloaded by the
Interceptor from a FTP or HTTP server by selecting Upgrade in the Main Menu:

Tpgrade Menw
siaUporade VWia FTR/HTTP Server

Fehoot
Back

The URL of the upgrade file is entered into the Upgrade Via FTP/HTTP Server field:

Enter Upgrade TURL
itp /S interceptor tpasswordl 10,2 01,2/ 1ids—

CANCEL>

The Interceptor will then display the following message:

Background upgrade started.
Syvatem will automatically reboot if the upgrade was successful.

Inspect the net log for results.

AL

The Interceptor will indicate in the Network Log and syslog (if enabled) if the upgrade has been
successful:
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If the Interceptor is used in a “sensor” application and a FTP or HTTP server is not available, it
is possible to upgrade the Interceptor by configuring a FTP server on a desktop or laptop PC,
and connecting the PC to the Interceptor using an Ethernet crossover cable.

Setting up an FTP server on a PC

In order to configure the FTP server on your computer, you can either use Windows Integrated
Information Services utility (present in Windows 2000 and XP Professional) or a third party
application such as Serv-U: http://www.serv-u.com/ Here is a link from pcstats.com describing
how to set up an FTP server on your PC:
http://www.pcstats.com/articleview.cfm?articleid=1491&page=1

IMPORTANT NOTE: Be sure to disable the FTP server on your PC when it is not in use, as a
security vulnerability will exist if your server is enabled and set for Anonymous users. If you
wish, you can set up your server to accept a specific user and password, and these may be
entered into the Interceptor (details below).

After your server is set up, copy the Interceptor upgrade file (named ids-
ddc.v2.XXXX.upgrade.bin)

to the proper directory for the FTP server (usually called ftproot), and your server will be ready
to provide the file to the Interceptor.

Configuring your Ethernet connection to communicate with the Interceptor via a
crossover cable

You will need to configure your Ethernet connection to have a static IP address if it will be used
with the Interceptor and will not be on a network with a DNS. First, you will need to determine
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a network address that is in the same range as the one entered into the Interceptor (for
example, if the Interceptor is set to network address 10.2.1.10, set your Ethernet settings to
10.2.1.11). This can be done as follows:

1: Under Start/Settings/Network Connections, select your Ethernet connection or card. The
Local Area Connection Properties window should appear:

I Local Area Connection Properties

General |Authentication| Advancedl

Connect uging:

I B8 Intel[R) PRO/100YVE Metwork Conne

Thiz connection uses the follawing items:

x|

g Client for Microsoft Metworlks

8 File and Printer Sharing for Microsoft Metworks
SQDS Packet Scheduler
EIntermet Protocal [TCP/IP)

Install... | Wrirztall Properties

i~ Description

Transmission Control Protocol/lnternet Protocal. The default
wide area netwark. pratocal that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected
¥ Matify me when this connection has lirmited or no conneciviey

oK I Cane

el

2: Select Internet Protocol (TCP/IP) and press Properties:

3: Enter the PC address into the window as shown below:

Internet Protocol {TCP/IP) Properkies 2lxl

General |

‘Y'ou can get IP zettings assigned automatically if your network. supports
this capability. Otherwise, you need to ask your network. administratar for
the appropriate P settings

" Dbtain an IP address automaticaly

—{* Ilze the following IP address:

1P addrezs: 10 2 1 A

|255.255.255. 0
| IE ; ;

Subnet mask:

Default gateway:

€ Obtain DKE server addiess automatically
—{* Ise the following DMS server addresses:

Preferred DNS server:

Alternate DMS server:

Advanced... |

Cancel |
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4. Select OK to close this window, then select Ok in the Local Area Connection Properties
window.

Your PC is now configured to communicate with the Interceptor. Use a crossover cable (such as
Radio Shack p/n 278-2011)
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