
INTERCEPTOR™ Fiber Security System

INTERCEPTOR™ monitors critical fiber optic networks for  
signs of tampering or intrusion and provides unparalleled
protection for secure or high assurance fiber optic networks.
INTERCEPTOR™  exceeds the requirements of an Alarmed 
Carrier PDS (per NSTISSSI 7003) and enables significant 
cost savings and performance benefits as an alternative to
network encryption and/or hardened carrier PDS for SIPRNET 
deployments. 
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Reliability of Detection of tampering
or unauthorized access 

Physical Deterrence to Tampering
or Intrusion

Ease of Installation for New 
SIPRNET Deployment

Portability
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Vulnerability to Insider Threat

Requires visual inspection for
monitoring or detection

Protects the availability of the
network circuit

INTERCEPTOR™ was developed to enhance the protection of secure networks and overcome the 
inherent vulnerabilities with older Alarmed Carrier technology. 
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ABSOLUTE PROTECTION 
• INTERCEPTOR monitors fibers INSIDE of the cable requiring
  protection—and can even monitor the actual fibers carrying
  the sensitive traffic

MAXIMUM FLEXIBILITY 
• INTERCEPTOR can protect ANY fiber optic network:
  lit or dark, single mode or multimode, including
  DWDM-based systems

UNCONSTRAINED BANDWIDTH 
• INTERCEPTOR is purely a Layer One device that does not touch
  or interfere with the secure data or information signal, and supports
  network speeds up to and including 10Gbps.

NetClear® GTS Shielded Cat 6 Solution 
(Clarity + LANmark-6 FTP) 

With NetClear structured cabling, going to 10 Gb/s
doesn’t mean compromise. The NetClear GTS system
was the first system to comply fully with the IEEE 802.3an 
standard’s signal-to-noise ratio and alien crosstalk
specifications, for 10GBASE-T.  NetClear GTS is
high performance without limits. The LANmark 6
FTP cables are Cat 6 cables with four twisted pairs
under a common foil shield, which offers performance
advantages over UTP.  FTP virtually eliminates
noise from external sources, including alien crosstalk.
Another advantage of the NetClear GTS system is the
size of the horizontal cable itself. Berk-Tek’s LANmark 6
FTP cable is up to 10% smaller in diameter than round
10G UTP cable designs—allowing for more efficient
use of conduit space in SCIF and multiple-classification
networks. NetClear cabling systems offer exceptional
performance at every level for high assurance networks. 
The expertise of Berk-Tek in advanced cabling and
Ortronics in designing connecting hardware combine
to create secure network solutions second to none.
With NetClear you get perfectly matched components,
plenty of headroom, and the support of a proven, reliable,
structured cabling system that simply works better. 
 

Featured Product

CSC Part No. Ortronics Part No. Description
712229 OR-TJS600 TracJack, Shielded, Cat 6, 180 degree exit, T568A/B
712228 OR-PHDTJS24 24-Port Panel for Shielded TracJacks
729131 OR-MCS603-08 Patch Cord, Cat 6, FTP, Light Grey 3ft.
729132 OR-MCS605-08 Patch Cord, Cat 6, FTP, Light Grey, 5ft 
712230 OR-MCS607-08 Patch Cord, Cat 6, FTP, Light Grey, 7ft
729134 OR-MCS609-08 Patch Cord, Cat 6, FTP, Light Grey, 9ft
712231 OR-MCS615-08 Patch Cord, Cat 6, FTP, Light Grey, 15ft

Ortronics Clarity® 6 FTP Category 6 Components

The NetClear GTS full product offering includes:
•  The LANmark-6 FTP Cable
•  Clarity® 6 FTP TracJack modular jacks
   and outlets
•  Clarity 6 FTP Patch panels with
   Clarity 6 TracJacks
•  Clarity 6 FTP Patch cords  

Benefits include:
• Increased signal isolation prevents noise from entering system
• Guaranteed 10GBase-T support
• Lower bit errors resulting in increased network performance

Features
• ETL verified to TIA/EIA-568-B.2 Category 6
• Fully supports IEEE 802.3an draft requirements
• Can be used with RJ-45 Style FTP connectivity
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Berk-Tek LANmark-6 FTP 4-pair Category 6 Cable 

CSC Part No. Berk-Tek Part No. Pair/AWG Jacket Color Package
Non-Plenum
704743 10070439 4/23 Grey 1000' Reel
704745 10074211 4/23 Red 1000' Reel
704747 10074212 4/23 Black 1000' Reel
Plenum
704748 10057903 4/23 Grey 1000' Reel
598186 10063671 4/23 Red 1000' Reel
704755 10063672 4/23 Black 1000' Reel

Protected Distribution Systems Options:

SECURE NETWORK SOLUTIONS CATALOG

TO ORDER, CALL TOLL-FREE 1-888-526-5888
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NetClear® MM10 Pre-Term Solution   

NetClear MM10 pre-terminated fiber optic solutions feature     
GIGAlite-10 and GIGAlite-10XB multimode fiber, guaranteed 
to support 10 Gigabit Ethernet to industry-leading distances, 
and Ortronics connectivity for industry-leading insertion loss 
performance.  They are engineered for high-speed performance 
as part of high assurance network deployments and secure 
facility construction.

NetClear cabling systems offer exceptional performance at 
every level.  The expertise of Berk-Tek in advanced cabling and 
Ortronics in connectivity combine to create system solutions 
second to none. You get perfectly matched components, optical 
channel performance over distances exceeding specification 
requirements, and the support of a proven, reliable partnership 
ensuring a structured cabling system
that simply works better. 
 
The NetClear MM10 fiber solution was developed to facilitate 
advanced network requirements. NetClear MM10 offers 
data-center, horizontal, backbone and campus fiber solutions 
that guarantee performance and network longevity for the 
most critical of applications. The NetClear MM10 solution is 
supported by Berk-Tek GIGAlite -10 and –10XB optical fiber,
which provides superior performance for 10Gb/s applications 
(at 850 nm).

Channel Components include: 
• Berk-Tek Cable with GIGAlite-10, -10XB Fiber:
  Pre-terminated cable assembly,
  PD Series Premise Distribution Cable,
  Adventum Series Indoor/Outdoor and OP Series. 

• Ortronics® Connectivity:  MTP Ribbon Backbone
  Cable, OptiMo® Pre-Polished and Anaerobic
  Field Installable Connectors, 615 Series Surface
  Mount Fiber Cabinets, TracJack® or Series II®

  Fiber Modules/Outlets, and OptiMo Fiber Optic
  Patch and Interconnect Cords.

  *CSC Part numbers show 50 meter lengths. Contact your local CSC representative for additional lengths.
**Replace “xxx” with length in meters

CSC Part No. Ortronics Part No. Description
796404* OR-T0BPLAKF-JAAxxxM** Momentum® 2, 48-fiber, pre-terminated ribbon cable, MTP to MTP, 50/125μm, 2000/500 EMB
796405* OR-T0BPLAMFJAAAxxxM** Momentum 2, 72-fiber, pre-terminated ribbon cable, MTP to MTP, 50/125μm, 2000/500 EMB
780556 OR-M2LCQ24-50E Momentum 2, 24-fiber 1U cassette, 2 MTP, quad LC
795345 OR-M2SCD12-50E Momentum 2, 12-fiber 1U cassette, 1 MTP, duplex SC
711804 OR-205KAS9GB-50T LC multimode, no epoxy/no polish field installable connector, zirconia ferrule, for tight buffer, 50μm
706730 OR-205KAS9FB-50T SC multimode, no epoxy/no polish field installable connector, zirconia ferrule, for tight buffer, 50μm
795349 OR-205KAN9GB-MM LC multimode, anaerobic termination, zirconia ferrule, for Adventum, multimode
795350 OR-205KAN9FB-MM SC multimode, anaerobic termination, zirconia ferrule, for Adventum, multimode
751821 OR-626DF3BR-GGxxxM** LC-LC 50μm LOMF patch cord
795992 OR-626DF3BR-FFxxxM** SC-SC 50μm LOMF patch cord

CSC Part No. Berk-Tek Part No. Description
772874 ICP002-EB3010/25 2-fiber Horizontal Interconnect with GIGAlite-10, Tight Buffer, Plenum, 50/125μm, 2000/500 EMB
795552 ICP004-XB3010/X5 4-fiber Horizontal Interconnect with GIGAlite-10XB Tight Buffer, Plenum, 50/125μm, 4900/500 EMB
773221 PDR006-EB3010/25 6-fiber Premise Distribution with GIGAlite-10, Tight Buffer, Riser, 50/125μm, 2000/500 EMB
795553 PDR012-XB3010/X5 12-fiber Premise Distribution with GIGAlite-10XB Tight Buffer, Riser, 50/125μm, 4900/500 EMB
788497 LTR0X024-EB3010/25 24-fiber Adventum Indoor/Outdoor with GIGAlite-10, Loose Tube-dry, Riser, 50/125μm, 2000/500 EMB
795554 LTR12B048-XB3010/X5 48-fiber Adventum with GIGAlite-10XB, Outdoor, Loose Tube-dry, Riser, 50/125μm, 4900/500 EMB
795557 BLKP72E74SSP100 72-fiber Pre-terminated Adventum trunk cables with ArmorTek with GIGAlite-10, plenum with pulling eye, MTP  
  female with 39" break-out to LC/PC with duplex clip, 100', 50/125μm, 2000/500 EMB
795558 BPDP48X44SSD500 48-fiber Pre-terminated Premises Distribution, trunk cables, Plenum, with GIGAlite-10XB, LC/PC with
  duplex clip and 39" break-out to LC/PC, 500', 50/125μm, 4900/500 EMB
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Featured Product

How the INTERCEPTOR™ Works

INTERCEPTOR™ is a new addition to the network security toolbox —with new 
technology specifically developed for Information Assurance applications. 
INTERCEPTOR™ is extremely easy to install, and provides enhanced protection
for secure networks or C4ISR applications across any network. 

• As a Layer One device, INTERCEPTOR™ can be installed on either new or existing fiber optic cables. 

•  INTERCEPTOR™ equipment can be installed in one of two different architectures: 
 a. Centralized Architecture: INTERCEPTOR™ equipment installed in a single location, on just one end of the cable 
 b. Decentralized Architecture: INTERCEPTOR™  equipment installed is multiple locations, on both ends of the cable
 (similar to a KG-175 installation) 

• Once installed, INTERCEPTOR™ can be placed into a ‘learning’
 mode where it will establish an optical signal baseline for the
 specific cable it is installed to protect. 

• With the baseline established, INTERCEPTOR™ uses anomaly
 detection to continuously monitor the characteristics of the
 optical signal for signs of tampering or intrusion 

• Once an anamoly is detected, INTERCEPTOR™ can either issue
 an alarm report using one of its many reporting features: SNMP,
 Text Page, E-Mail, or Dry Contact interface 

• If desired, INTERCEPTOR™ can also be configured to disrupt the optical
 traffic until the disturbance can be investigated and resolved 

INTERCEPTOR™ PDS Applications 

When used as an Alarmed Carrier PDS, INTERCEPTOR™ can eliminate the need to encrypt information as well as significantly 
reduce the cost & complexity of PDS installation(s). INTERCEPTOR™ also negates the need to conduct routine or daily Periodic Visual 
Inspections (PVIs) in order to detect unauthorized or suspect activity. INTERCEPTOR™ provides 24x7 protection and coverage.  

 

1) SCIF or Secure LAN Deployment:  With its continuous monitoring, INTERCEPTOR™ 
can enable the installation of secure network cabling above the ceiling and out of view
as part of an Alarmed Carrier PDS.  Installation is streamlined—requiring minimal 
personnel. In contrast, a Hardened Carrier PDS would be constructed of EMT or Rigid 
Metallic Conduit which would have to be installed below the ceiling and in plain view so 
that the Periodic Visual Inspection could easily detect any attempts at tampering or 
intrusion.  Installation is much more complex and involved - requiring extensive
personnel to construct the conduit system.

 
 

2) OSP SIPRNET Installation:  Typically, unencrypted SIPRNET traffic is required to be 
transmitted across fiber optic cables that are encased in concrete as an Hardened 
Carrier PDS.  With the increased deployment of SIPRNET and JWICS networks, concrete 
encasement has become increasingly costly and disruptive to C4ISR facilities, military 
installations, and high assurance networks. By using INTERCEPTOR™ as an Alarmed 
Carrier PDS, cables can be installed in a standard cable conduit system—eliminating
the need for the concrete encasement and supporting higher bandwidth than if the 
traffic was encrypted. 

FOR MORE INFORMATION, EMAIL secure-it@gocsc.com 93

• 20-30% Cost Savings
• Reduce Deployment Time, Minimize Operational Impact

• 40-60% Cost Savings
• Deployment timeframe reduced by up to 50%

SECURE NETWORK SOLUTIONS CATALOG

TO ORDER, CALL TOLL-FREE 1-888-526-5888

• (No Daily Visual Inspection)
• Ability to install fiber optic cables above ceiling/below floor

• Minimize Worksite Disruption
• Monitor & Protect Network Availability
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INTERCEPTOR™ vs. Encryption

The chart to the right provides an incremental cost analysis 
of encryption and Interceptor™ equipment based on the
number of building-to-building links required on an installation. 
Assuming that only singlemode fiber is available,
INTERCEPTOR™ provides a 25-60% cost-savings over
encryption on singlemode fiber, and 50-80% savings on
multimode fiber. The more building links required, the greater 
the savings.

INTERCEPTOR™ Cost Modeling 

With the increased demand for SIPRNET and JWICS connectivity, many DoD services and federal agencies are 
looking for ways to reduce the cost & complexity of secure network deployments—without compromising network 
security or integrity. The analysis provided below highlights the cost savings potential when INTERCEPTOR™ is used 
in place of (1) encryption, or (2) concrete encasement. 

INTERCEPTOR™
vs. Concrete Encasement 

The charts below provide an incremental cost analysis of a secure 
network deployment using either a concrete-encased duct bank 
(Hardened Carrier) or a standard duct bank alarmed using
INTERCEPTOR™ (Alarmed Carrier).  Because the total cost of
installation (per foot) of a concrete-encased duct bank varies 
greatly with time and location, each chart provides comparative 
costs against four different concrete-encased duct cost points 
($25, $50, $75, and $100 per linear foot). As the number of OSP 
building connections increase, so does the cost-savings and benefit 
of using INTERCEPTOR™ as an Alarmed Carrier—especially in areas 
where concrete is more costly to procure or install.

www.gocsc.com
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RED/BLACK EQUIPMENT ROOM

VOICE/DATA CABLING

CONNECTIVITY 

WORKSTATION ACCESS 

Mighty Mo® 6 Advanced Rack System 
OptiMo® Rack-mount Fiber Cabinets

NetClear® MM10 Pre-Term Fiber Solution
NetClear GTS Shielded Cat 6 FTP Solution 
Secure Premise Distribution Optical Cable
Adventum Indoor/Outdoor Cable
ArmorTek Interlocking Armor Cable
LANmark-10G Augmented Cat 6 UTP Cable 
LANmark-1000 Cat 6 UTP Cable
LANmark-350 Cat 5e UTP Cable 
 

OptiMo® Fiber Optic Adapter Panels 
Mighty Mo Overhead Cable Pathway Bracket
Clarity® Cat 6 Jacks, Patch Panels 

Fib-or-Cop II Workstation

Secure Premise Distribution Optical Cable

Fib-or-Cop II Workstation

FOR MORE INFORMATION, EMAIL secure-it@gocsc.com 19SECURE NETWORK SOLUTIONS CATALOG
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NetClear GTS Shielded Cat 6 FTP Solution

NetClear MM10 Pre-Term Fiber Solution

W    ith a shared vision of delivering structured cabling systems with 

maximized dynamic performance for enterprise networks, Berk-Tek, 

a Nexans Company, and Ortronics/Legrand teamed up to create the 

NetClear® alliance. For more than five years, Berk-Tek and Ortronics/

Legrand have provided optimized cabling solutions backed by superior 

research, systems planning, certified installation, a 25-year warranty, 

and unsurpassed engineering and technical support. 

All of the NetClear solutions provide installed channel performance 

with guaranteed margin above the standards. With the increased 

deployment of high assurance networks, the NetClear alliance expands 

on its standard offering to also provide new and innovative products 

optimized for secure facilities and/or multiple-classification networks. 

With all of its advantages, the choice is clear— NetClear.   

Berk-Tek® and Ortronics® Featured Products & Solutions

www.gocsc.com
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INTERCEPTOR™
Development 

Designed and Developed Specifically
For Information Assurance & Network Security

• DoD sought out and initiated technology transfer for INTERCEPTOR™
  capability at The Pentagon

• INTERCEPTOR™ was iteratively developed under DoD guidance,
  direction and funding

• Since its release, federal agencies have since funded incremental
  development of INTERCEPTOR's performance and functionality

• INTERCEPTOR has recently been added to the USAF CTTA Approved
  Product List for PDS Alarm Systems

FOR MORE INFORMATION, EMAIL secure-it@gocsc.com 95

INTERCEPTOR Customers
& Installations: 

US Army

US Air Force

Department of Homeland Security

SPAWAR

MITRE

SECURE NETWORK SOLUTIONS CATALOG

TO ORDER, CALL TOLL-FREE 1-888-526-5888

CSC Part No. Network Integrity No. Description
798185 8000-4-U-S9-4L INTERCEPTOR, 4 Channel, SM, 10GBase-LX
798720 8000-2-U-M6-3S    INTERCEPTOR, 2 Channel, 62.5um, 1000Base-SX
798721 8000-1-U-M5-4S   INTERCEPTOR, 1 Channel, 50μm, 10GBase-SX
798722  8000-RTU Remote Terminal Unit, Active Fiber Return Channel

Department of Justice

Computer Sciences

CENTCOM

General Dynamics
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